RTEH

2021 £ 4 830 H

RNEY A NN—tXFa2 )TtV 2—
EEAVIZ9L—T

SUHLYITFIZLBRYAMN—REIZEET 3 xEHmiE

SUYLDITFICKA YA N—KEBEIZHTHIHALEKEBL, EESAVIFER
BEDO+ELGHAN—EF1UTAHERICHEDHTLEZL,

1. #tZ

SUBLIITICE DA N—RENFRICHE>TEY . BATE LB FEHTE
BICHEEBIZT—INLHINIZBFNMEZITHY. V47> MnKREFTHELS Y —
N—3HWEEZTTLET,

SUHLDITREICELLDZT—IOEELL. EHFFRCEANFROGREOHE(E.
BE-HRIIKETLEEZTEZADILEZBFA. PR, BRELLGEEOEMEK. G
EEZRFLTCESL,

MEIL., PR, AN, Hit. BEHOBEINSTIVLELAHYET, UT. EERMEX
IERDFIEZRT DT, SEICLTLEZELY,

D [T SUHLITITOREEZHILET E-HORIEE

@ [FH] T—42DESLIZLIBEELERT H-HOOFGE

Q@ [BH] FE7/7 R ERRICBRANT 2-ODFEE

@ [®iE-%IE] RFIZCA VO T Y PRABETIEODREE

2. BiKEgx ISR

(1) [FF] SoHLITTORLEEHILET -0 E

RIEDS VY LIDITDRABRIIUTOLESIBIDAHY., ChioEBFzA-F
BHERABETT,

D A=Y FEOHEBRY FT—IDDL TV RAAREEBOMBHEMEICKS
LM
¥ED@EETO L)L (RDP % SMB) ®EEANDMESHEMEZERA L KREBIZLDH D!
FRIOFTIOAMNIINABREERKE L TCREBELEZTLD)—VREDOREICEL
55D
BANSFEELXF LT AROB VAN DRAIZKDSIED
MDTILITTDREENZEBELDID

@©d O

" US-CERT(Twitter) [US-CERT(@USCERT _gov) D#F5(2021/4/29) J
https://twitter.com/USCERT _gov/status/1387435697037094919 (2021/4/30 [#]'E)

1




FzyIRA b
@ AUA—3y FENBRY FT—IODLT I ERAAMRELGHEBICOVTIE, 48Ry
FO)—O REAORERZTABEFLESAT, X2 TNy FEARICERAT
5. NERH L DEEBEE. RELRAR— b (137(TCP/UDP) . 138 (UDP) . 139 (TCP) .
445 (TCP/UDP) ., 3389 (TCP/UDP) = &) 7B Fa L Z A ERICEHB L LWED %
EITEEETEZROH THERET S, HIC. BETA ~aJL TSMB 4> TRDPJ (2D
TIE. SNFETELELER/NMEDOR— L OB SMBv1 O EMIEZELZFUMNITTLD
ECH, TF7AT7 I 4+4—LEZECRHRBOREEZHDTHERT 5,
® VYIFIVITOMBEOMRBMEICOVTE. SIVHLDITEAVLIKEEIIL—
TIC&PBERANRESNTLILDEZETUTORBEIC+IEET 5.
- Fortinet 8 Virtual Private Network (VPN) % & o iz 35 1% (CVE-2018-13379)?
- Ivanti & VPN #£{& [lPulse Connect Secure] ®ffi551% (CVE-2021-22893,
CVE-2020-8260, CVE-2020-8243. CVE-2019-11510)3
- Citrix & ICitrix Application Delivery Controller]lCitrix Gateway) Citrix
SD-WAN WANOPJ > fft 5514 (CVE-2019-19781) ¢
- Microsoft Exchange Server M ffz551% (CVE-2021-26855 Z)°
- SonicWall Secure Mobile Access (SMA) 100 < 1) — X D55 1% (CVE-2021-20016) ¢
- QNAP Systems & NAS (Network Attached Storage) & 5 TQONAP) ICR83 A HE531E
(CVE-2021-28799, CVE-2020-36195, CVE-2020-2509 %)’
- Windows ® KA A4 a2 bO—5—0DHE55 % (CVE-2020-1472 %) *
¢ TLIU—VEHICHEL,. BEMroHEBHLEZPCIZOVWT, KIRFIZREIBE. +5774&
EETICEMN-f- PC 2B THUAMATSARE, Ny FOEROLIVAMILAR X v
VOEBGELEIZIE L TERT S,
® HILTIX, YLD ITT lEmotet)] ITHRHY., I IT7 lNcedID) ITRHERFETES
FEGA—LFELERINTVEIEAD, VILARKRY I FOBARUER
. EPRF Y VOEE. A —LREICHTE2EF2U T AREFE. EEDOV
WOIT7HRHERLRET S,

2 NISC [Fortinet # VPN DG (CVE-2018-13379) 128§ 2B 3 127 FH 3 E 5200 T DM W DX HIZ
DUT(2020/12/3) ), https://www.nisc.go.jp/active/infra/pdf/fortinet20201203.pdf (2021/4/30 [# &)

8 Ivanti[Pulse Connect Secure Security Update(2021/4/20) ], https://blog.pulsesecure.net/pulse-connect-secure-
security-update/ (2021/4/30 [# %)

4 Citrix [CVE-2019-19781 - Vulnerability in Citrix Application Delivery Controller, Citrix Gateway, and Citrix SD-
WAN WANOP appliance(2020/10/23) ], https://support.citrix.com/article/CTX267027 (2021/4/30 [} )

5 Microsoft/On-Premises Exchange Server Vulnerabilities Resource Center(2021/3/25) /. https://msrc-
blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server/ (2021/4/30 [# )

§ SonicWall CONFIRMED ZERO-DAY VULNERABILITY IN THE SONICWALL SMA100 BUILD VERSION
10.X(2021/4/30) /., https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0001 (2021/4/30 [# &)

7 ONAP Systems [Response to Qlocker Ransomware Attacks: Take Actions to Secure QNAP NAS(2021/4/22),
https://www.qnap.com/en/security-news/2021/response-to-qlocker-ransomware-attacks-take-actions-to-secure-
gnap-nas (2021/4/30 [# )

& Microsoft /CVE-2020-1472 Netlogon D#FHEDFFEDRETTME(2021/2/9) ), https://msrc.microsoft.com/update-
guide/ja-jp/vulnerability/CVE-2020-1472 (2021/4/30 [#] &)

2



2) [FH) T—ADOREEBIICLKDIBELZRRT 5-ODRIGEK

KD VY LI ITHEDEEFE TH =N\ I 7y I Bl EHmEEHMTT,
CNICMA.2EBEBI VY LIVITICRELLGEE., HEBEOEMT —2 CEAAFER
REDBENHI LD, BT —2OBBERE] ITOVWTIE, XOTRFT S
ENHYFET,

FzyIRA2 bk

¢ FERT—AICHTIEHNENYITYTDOREEZRERT D, NV I 7y TORK
STk, SVUVLDITREBRTENYITYIHNRESNDLSICEE
5, fIRIE. Z274ILDIE—Z3EMEBELIES2AT. J74ILVIEELD 27EHE
DEERIZEFE. OE—DS56. 1 HIEYV SV FH—EXDOREREORY LT—2
DT ERTELGVWEMEZFICRETDHIEV > ERNEFLTRITT 5,

& NYITYIT—ANLEBICEIBTESLZ LEHRT S,

o NHAINFBZE. ERIIXBENELDILISGHMT -2 OPEARRZFICILT.
MET O RXHEHOBEESILEEET S,

o JRTLOBEZEZ#ECEEHENEYICKETE TSI LERERT S,

@) [(BH] FE7 I XA ERRITRMNT 5 128 DRI K
FE77ERAZRARICRMNT S-HDORICKNBETY, REGRMERRT 51
DIZE, ARL—F =RV VICLLBEHEEZRATILENHY FT,

FzyvIRA2 b

& H—N— Ry rT—IHF. PCEOOITDERE®RILT D,

o Ik % 5 (M#& & . EDR(Endpoint Detection and Response) . CDM(Continuous
Diagnostics and Mitigation E#EFRH3 5,

4) [HiG - 8/IB) BRICADOTU MRIEETI ODORIGEK
FUYLDITICLPREDHEEZZTHGEETH, AR THYAGAMENTED L
DI, B - NELG - R NEBREBETILENHYFT,

FzyIRA b

o T—HADBEEIL. AF. 12—y FARAY—N—IZHTE DS HEBEFZHEL
X NEES, A E, EBEREHBEZELZEC I VY LAVITAORGEEAEY]
[CEETETVWEIAERT S,

o —HMOBMENRIKBIOTLI—VETH>TH. BENTI VYLV ITRED
KIEZIREL-BZE. BENRRICORTLEEEICERTEDIL#HET S,

® SUBLIITOREICIIBELZTLIGEIC, HBRN (EXBERE. BERET
FEV)ICRRICERTETELS. ERATHIZRERT S,




5=

URL
SUBLIDITICEAYAN—RECONT [EEHE] (NISC)
https://www.nisc. go. jp/active/infra/pdf/ransomware20201126. pdf

CEFERE] EXEHRZELNTH LI T LD T 7THEIZDT (IPA)
https://www. ipa. go. jp/security/announce/2020-ransom. html

- CISA and MS-ISAC Release Ransomware Guide (CISA)

https://us-cert.cisa. gov/ncas/current-activity/2020/09/30/cisa—and—-ms-

isac-release-ransomware-guide

C RBEERFICHESIEXF2) T LOBERIZDLT (NISC)

https://www.nisc. go. jp/active/infra/pdf/renkyu20210426. pdf
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https://www. meti. go. jp/press/2020/12/20201218008/20201218008-2. pdf
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https://blog. trendmicro. co. jp/archives/27732

- So Unchill - UNC2198 ICEDID DS oY Lo x7 - ARL—> 3 o~DFhfig (FireEye)

https://www. fireeye. com/blog/jp—threat-research/2021/02/melting-unc2198-

icedid-to-ransomware—operations. html

- 2021 FELBEMERO S Y L7, HEICEHT HHER &1 (LAC)

https://www. lac. co. jp/lacwatch/report/20210405_002585. htm|

- UNC2447 SOMBRAT and FIVEHANDS Ransomware: A Sophisticated Financial

Threat (FireEye)
https://www. fireeye. com/blog/threat-research/2021/04/unc2447-sombrat-and-

fivehands—-ransomware-sophisticated-financial-threat. html




